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The Challenge

It just asks for the flag, takes a few seconds to perform the check and prints “Nope!”



Static Analysis

Along with Trompe-Loeil.exe we were 
given Trompe-Loeil.dll, which 
looked important. We quickly ran 
strings -el on it.

Thus, we deduced that the checking 
logic must be in the .dll file.



Static Analysis

We disassembled the .NET dll using dotPeek



Static Analysis

We disassembled the .NET dll using dotPeek
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Brainstorming Time



Guessing Analysis



Guessing Analysis



Static Analysis

We opened Trompe-Loeil.dll as a 
native PE, not as a .NET assembly.

We started looking at the native code, 
to find differences with the bytecode.



Dynamic Analysis



Dynamic Analysis

We didn’t have any 
symbols in the native code.

Using IDA Pro’s Windows 
Debugger, we set a 
breakpoint on the first 
access to the .dll.



The function at offset 0x4610 appeared as following:

Static Analysis (Again)



Static Analysis (Again)

The function at offset 0x4610 appeared as following:



Painful Analysis
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Serious Analysis



Guessing Time (Again)



Bruteforce Time



Bruteforce Time



Guessing Time



Flag Time

INS{Re4dy_2_Run_M4ster_4r3_S0_R34dy_2_Fl4g!}



Serious Analysis



Thanks for your attention
info@towerofhanoi.it


